
Payments Risk & Security Track

This track is sponsored by Nelnet and CampusGuard.

MONDAY, APRIL 1 • 10:00 - 11:00 AM 

Managing Payments Stakeholders and Third-Party Service Providers
Edward Ko, CISSP, QSA, CampusGuard

You are responsible for merchant and service provider oversight – and you need close collaboration with campus 
stakeholders and your third-party vendors to be successful. This session reviews the expectations and motivations of 
these constituencies, where each fit into your strategy and looks at where the risks are. We’ll look at best practices for 
developing a culture of working together for successful outcomes. We will review the following in the course of the 
session: Campus Stakeholders, Third Parties, Merchant Departments, eCommerce Vendors, Information Technology, 
Banks/Acquirers, Information Security, Processors, Business Office, Payment Plan Vendors, Internal Audit, 3P Payment 
Applications, General Counsel, Consultants, Purchasing, and more.

Whether this is your first year at PDG Bursars or maybe you’ve recently been gifted with the “opportunity” of managing 
campus payments – or you’re a veteran, it’s natural to feel as though everyone around you knows more than you 
know. Whatever the case, by the end of this session you’ll be prepared to get the most out the conference and your 
professional career to come. Take advantage of CampusGuard’s 10 years’ experience supporting higher education 
payments security to guide you toward becoming a compliance program that succeeds, rather than one that struggles.

Learning Objectives

• Identify Campus Stakeholders
• Identify Third Party Vendors
• Understand their expectations and motivations
• Strategies for collaboration and success

MONDAY, APRIL 1 • 11:15 AM - 12:15 PM 

Cyber Criminals, Compliance and Payment Security in Higher Ed
TBD, Nelnet Session

Merchant data is continually under attack. But how? What makes these institutions vulnerable? This session shows 
how easily unprotected payment card data can be stolen. We will explore compromises, hacking methodology, and 
actionable ideas to help you get buy-in from your campus to prioritize your security and compliance efforts.

This session will conclude with a group discussion and Q & A session.

Learning Objectives

• See what common tactics are being used to defraud students and loans issued by the federal government
• Know what steps to take now to increase security and maintain compliance in 2020
• Know how to ensure your payments service provider is securely protecting your customers’ payment 

information

https://www.nelnet.com/welcome
https://campusguard.com/


Payments Risk & Security Track

This track is sponsored by Nelnet and CampusGuard.

MONDAY, APRIL 1 • 1:15 - 2:15 PM 

Campus Spend: How to Become the Next Profit Center
Linda Wilson, Gonzaga University

Find out how Gonzaga University was able to implement two unique payment strategies in the Controller’s Office that 
resulted in triple card rebate growth and a revenue-generating office with improved resources for customer support 
and sustainability. By using an automated system for their travel program, and by transitioning to a one card approach, 
the Gonzaga cards team achieved results not seen in Linda’s 15 years of service. The One Card program has impacted a 
number of payment systems on campus including vendor’s use of ghost cards, cards specific for the AP manager, cards 
for Gonzaga buyers and the use of Ghost cards for air travel expense integration. As Linda puts it, “We are the only team 
in our office who produces a P&L monthly to prove we are self-supporting and bring revenue to the university!”

Learning Objectives

• Review card program payment spending
• Identify low-hanging fruit for card program use 
• Discuss examples ghost card use
• Leveraging the department’s P&L for sustainability

MONDAY, APRIL 1 • 2:45 - 3:45 PM 

Securing Campus’ Complex Payment Environments with PCI-
Validated Point-to-Point Encryption (P2PE)
Jane Aube, Middlebury College & Eldred Garcia, Bluefin

During this breakout session, Bluefin and Middlebury College will provide a detailed overview and case study on PCI-
Validated Point-to-Point Encryption (P2PE) and its role in devaluing card data, securing your systems, and reducing PCI 
compliance scope.

Learning Objectives

• The current state of payment security, including 2017 and 2018 breach numbers
• How malware operates to steal card data
• The role of EMV, Tokenization and P2PE
• The origin of PCI-validated P2PE and how it differs from non-validated solutions
• PCI-validated P2PE scope reduction and cost benefits
• Use cases for PCI-validated P2PE in the educational setting
• Industry Case Study: Middlebury College’s Implementation of PCI-validated P2PE

https://www.nelnet.com/welcome
https://campusguard.com/


Payments Risk & Security Track

This track is sponsored by Nelnet and CampusGuard.

MONDAY, APRIL 1 • 4:00 - 5:00 PM 

International Student Payments: Customer Service, Timing, and Security
Jared Goodall, University of North Georgia

In this session, we will: explore the pros and cons of international student payment methods, discuss the security 
requirements that your institution should keep in mind when considering these methods, and consider the timing of fee 
payment deadlines for international students. Explore different scenarios that make even the best payment methods 
challenging for our international students. We will also dive into the basics of F1 and J1 visa financial requirements and 
the limitations of these standards that a Bursar and their office should know.

Learning Objectives

• Identify and examine payment methods available to international students according to customer service, 
security, and institutional requirements

• Recognize and assess international student financial requirements and challenges with specific payment 
methods

TUESDAY, APRIL 2 • 10:30 - 11:30 AM 

VoIP: The Hidden Threat
DeAnna Henninger, Wake Forest Community Health

Gone are the days of the plain old telephone (POTS). Copper circuit-switched networks are systematically being 
replaced by Voice Over Internet Protocol (VoIP), or phone service over the Internet. There are numerous protocols used 
in VoIP communications and currently an upward trend in attacks targeting them. Since VoIP routes calls through the 
same paths used by your institution’s network and internet traffic, it is also subject to some of the same vulnerabilities 
and threats cybercriminals use to exploit these networks. How concerned should you be? What questions should you be 
asking your teams?

Learning Objectives

• Understand how VoIP differs from POTS lines for PCI-DSS scoping
• Learn a basic strategy to understand your organization’s gaps and risk
• Discover the number one hidden threat

TUESDAY, APRIL 2 • 12:30 - 1:30 PM 

Corporate Account Takeover – Don’t Let Your Campus Become a Statistic
Patty Presta, WesPay

The FFIEC-issued Guidance on Authentication in an Internet Banking Environment, identifies increased risk and requires 
your financial institutions to review its tools for online authentication and authorization. Learn what the FFIEC is 
educating your financial institution on and how to protect your campus. In addition, this session will address steps your 
campus can take to protect itself from malicious malware hijacking of your banking information, passwords, keylogging, 
shared secrets and your IP address.

Learning Objectives

• Recognize a corporate account takeover, who the attackers are, and how it works
• Learn what your financial institution must do to help protect your campus
• Review best practices you can implement at your campus to prevent it from being targeted

https://www.nelnet.com/welcome
https://campusguard.com/
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This track is sponsored by Nelnet and CampusGuard.

TUESDAY, APRIL 2 • 1:45 - 2:45 PM 

Risk vs Reward: Understanding the Best Payment Type for Your Institution
Beth Dubyak, University of Pittsburgh Medical Center

What is the riskiest payment type? What’s the least risky? What’s the best for you? Payment options have increased over 
the years. From cash, to check, to gift card, to debit, it can be hard to keep up on what’s the best – and safest – for your 
institution.

Led by Beth Dubyak, President of Vincent Payment Solutions, Inc., this talk will feature best practices for navigating 
types of payments, including how to avoid common downfalls on everything from 1099s to leftover gift cards. Ms. 
Dubyak will also dive into the variety of factors that impact a institutions’ obligations to make payments and will share 
her expertise to help you determine what options are the most flexible, secure, and efficient for your organization.

Learning Objectives

• Attendees/Participants will understand the payment options available for various institutional departments and 
organizations

• Attendees will understand pros and cons of various payment types including the associated risks
• Attendees will understand which payment types offer the most flexible, secure and efficient options

TUESDAY, APRIL 2 • 3:15 - 4:15 PM

Data Security in Student Financial Services
Jane Aube, Middlebury College

Data security—isn’t that IT’s problem? This session will explore the role you play in data security at your institution. 
Discuss resource avenues for data security requirements and best practices. Learn how Middlebury College implemented 
departmental and institutional practices to reduce the risk of a data breach.

Learning Objectives

• Create awareness of potential compliance issues within your institution
• Discuss and share best practices
• This session will conclude with a group discussion and Q & A session

https://www.nelnet.com/welcome
https://campusguard.com/

