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OCTOBER 14, 2020 - SESSION 1

10:00 - 10:05 ET

Welcome & Introduction of Kevin Tierney
Faye Francy, Auto-ISAC

Building ‘A’ Team

10:05-10:25 ET

Building an Automotive Collaborative Platform for Industry Resilience

Kevin Tierney, GM

Building ‘A’ Team

10:25-10:45 ET

Building the Partnership for Best Practices
Across the Automotive Industry
Deputy Administrator James Owens, NHTSA

Building ‘A’ Team

10:45-11:00 ET

Q&A | Break

11:00 - 11:20 ET

Building a Community to Secure Automotive Mobility
Christopher Church, INTERPOL

Building ‘A’ Team

11:20 - 11:50 ET

Building Understanding Across Industry: Auto-

ISAC Members Teaching Members

Todd Lawless (Moderator), Continental; Kristie Pfosi, Aptiv;
Tobias Gaertner, BMW; Matt MacKay, GM,; Mike Westra, Ford

Building 'A' Team

11:50 - 12:00 ET

Q&A | Break

12:00 - 12:20 ET

Building ONE Global Auto-ISAC

Faye Francy (Moderator), Auto-ISAC; Bob Kaster,
Bosch, Tobias Gaernter, BMW: Mike Cesarz, Mitsubishi
Motors, David Pyun, Sumitomo Electric

Building 'A' Team

12:20 - 12:30 ET

Q&A | Break

12:30 - 12:50 ET

National Initiative for Cybersecurity Education (NICE)
Overview: Building Knowledge and the Future Workforce
Matt MacKay (Moderator); Marian Merritt, Deputy
Director NICE; Tamara Shoemaker, Director, Detroit
Mercy Center for Cyber Security & Intel Studies

Building 'A’ Team
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12:50 ET

Wrap-up of Session 1: Building A Team - Summary
Kevin Tierney, GM

Building 'A' Team

12:50 - 1315 ET

Lunch & Visit the Exhibit Hall

OCTOBER 14, 2020 - SESSION 2

13:15-13:30 ET

Welcome & Introduction

What is Your Actionable Plan to Discover
Vulnerabilities and Mitigate Risk?

Josh Davis, Toyota

Vulnerabilities &
Mitigating Risk

13:30 - 13:50 ET

Public-Private Partnerships in Reducing Risk ISAC Partnership
with Cybersecurity & Infrastructure Security Agency (CISA)
Brandon Wales, Cybersecurity and Infrastructure

Security Agency (CISA) - DHS

Vulnerabilities &
Mitigating Risk

13:50 - 14:00 ET

Q&A | Break

14:00 - 14:20 ET

United Nations Economic Commission for Europe (UNECE):
Harmonization of Vehicle Regulations (WP.29)
Dr. Moritz Minzlaff, Escrypt

Vulnerabilities &
Mitigating Risk

14:20 - 14:45 ET

ISO/SAE 21434 Road Vehicle - Cybersecurity Engineering &
Managing Vulnerabilities from Sourcing to Post-Production
Lisa Boran, Ford

Vulnerabilities &
Mitigating Risk

14:45-15:00 ET

Q&A | Break

15:00 - 15:20 ET

Auto-ISAC Cybersecurity Threat Matrix: Inspired by MITRE ATT&CK®

Karl LeBeouf, GM

Vulnerabilities &
Mitigating Risk

15:20 - 15:45 ET

Automotive Cybersecurity Risk Assessment in

light of SAE/ISO 21434 and WP.29

Lisa Boran (Moderator), Ford; Bill Mazarra, FCA; David Mor Ofek,
Harman; Yonatan Appel, Upstream, Suzanne Lightman, NIST

Vulnerabilities &
Mitigating Risk
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15:45-16:00 ET Q&A | Break

Putting it Together to Manage Policy & Risk Against

16:00 - 16:45 ET the 21434, WP.29, Cyber Type Approval, Privacy Vulnerabilities &

' ' Daniel Warsh (Moderator), Bosch; Mike King, Continental, Mitigating Risk
Stephen Lilley, Mayer Brown; John Ohly, Auto’s Innovate!

16:45 - 17:00 ET Wrap-up of Session 2: Vulnerabilities & Mitigating Risk - Summary Vulnerabilities &

' ' Josh Davis, Toyota Mitigating Risk

17:00 - 18:30 ET  Happy Hour & Visit the Exhibit Hall

OCTOBER 15, 2020 - SESSION 3

Welcome & Introduction

Communications Across the Global Automotive
Sector is Key To Mitigating Risk

Jenny Gilger, Honda

Communications
in an Information
Sharing Environment

10:00 - 10:15 ET

Introduction of Congresswoman Debbie Dingell Communications
10:15-10:40 ET The Importance of Communications Across the Automotive Ecosystem in an Information
Debbie Dingell, US Congress Sharing Environment

Communications
in an Information
Sharing Environment

Harmonizing Cybersecurity Across Automotive Ecosystem

10:40 - TT00ET ) oihanies Meron, C2A Security

11:00-11:10 ET  Q&A | Break

Communications During an Incident & Sharing Threat
Intelligence - Information Sharing Standing Committee (ISSC)
Brian Murray (Moderator), ZF,; Sandra Hosler,

FCA; Ricky Brooks, Auto-ISAC

Communications
in an Information
Sharing Environment

11:10-11:30 ET

Communicating 2020 CyberStorm Lessons Learned For Auto-ISAC Communications
11:30 - 11:50 ET  Matt MacKay (Moderator), GM, Nick Reddig, GM; Delia Zdrojewski; in an Information
Ford: Josh Poster, Auto-ISAC; Kate Horanburg, BAH Sharing Environment
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11:50-12:00 ET

Q&A | Break

12:00 - 12:20 ET

How is the Automotive Industry Collaborating on

Automotive Ethernet Security - The ACIC Consortium

David Baleson (Moderator), SRI International; Andre
Weimerskirch, Lear; Mike Westra, Ford; Ryan Elder, Southwest
Research Institute; Simon Halford, SBD Automotive

Communications
in an Information
Sharing Environment

12:20 - 12:40 ET

Threat Intelligence for Automotive Security
Sapir Rotenberg and Romy Moav, Mercedes-
Benz Research & Development

Communications
in an Information
Sharing Environment

12:40 ET

Wrap-up of Session 3 Communications
Jenny Gilger, Honda

Communications
in an Information
Sharing Environment

12:40 - 1315 ET

Lunch & Visit the Exhibit Hall

OCTOBER 15, 2020 - SESSION 4

13:15-13:30 ET

Welcome & Introduction
How to Determine What is Actionable in an Era of Disinformation
Tim Geiger, Ford

Equip Your Team
“Disinformation”

13:30 - 13:50 ET

Introduction of Johnny Starrunner

FBI Partnership Program for the Transportation
Sector: How to Mitigate Disinformation
Johnny Starrunner, FBI Partnership Program

Equip Your Team
“Disinformation”

13:50 - 1410 ET

Secure Foundational Software for the Connected
Vehicle in an Era of Disinformation
lan Todd, BlackBerryQNX

Equip Your Team
“Disinformation”

14:10 - 14:20 ET

Q&A | Break

14:20 - 14:50 ET

The Power of a Vehicle Test Bench
Brandon Barry, Block Harbor

Equip Your Team
“Disinformation”
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14:50 - 15:30 ET

Commercial Vehicle Affinity Group Panel and Lightning Talks
Jake Walker (Moderator), Auto-ISAC; Chris
Lupini, Aptiv; Jose Valerdi, Cummins

Equip Your Team
“Disinformation”

Commercial Vehicle Cybersecurity Working Group
Urban Jonson, NMFTA

Equip Your Team
“Disinformation”

How Might Telematics Disinformation Affect
a Fleet of Commercial Vehicles
Sean Bumgarner, Old Dominion Freight Line

Equip Your Team
“Disinformation”

15:30 - 15:45 ET

Q&A | Break

15:45-16:05 ET

|dentifying the Why, What and How of In-Vehicle Attacks
Liron Kaneti, Argus

Equip Your Team
“Disinformation”

16:05 - 16:25 ET

Enhancing Penetration Testing for Automotive Embedded Systems
Carlos Mora-Golding, Denso

Equip Your Team
“Disinformation”

16:25 - 16:45 ET

TBA

Equip Your Team
“Disinformation”

16:45-17:00 ET

TBA

Equip Your Team
“Disinformation”

17:00-17:05 ET

Wrap-up of Session 4 Disinformation
Tim Geiger, Ford

Equip Your Team
“Disinformation”

17:06-1715 ET

Closing Remarks, 2021 Summit Announcement
Kevin Tierney, GM

Equip Your Team
“Disinformation”

17:30- 1900 ET

Happy Hour & Exhibit Hall




